U.S. v. HERRING: ARE ERRORS IN GOVERNMENT DATABASES PREVENTING DEFENDANTS FROM RECEIVING A FAIR TRIAL?
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I. INTRODUCKTION.

In 1791, the framers of our Bill of Rights could not have foreseen the technological advancements that came about during the modern age.
  As Justice Brandeis put it “this Court has repeatedly sustained the exercise of power by Congress, under various clauses of the Constitution, over objects of which the fathers could not have dreamed.”
  Marvel and invention have redefined law enforcement in both the field and in the courtroom.  In response, the judiciary has been forced to balance the rights of the accused with those of law enforcement.
 The ever-changing technology used by police and prosecutors has made it difficult to establish bright line rules regarding evidence obtained through the use of technology.
  Thus the legal landscape surrounding technology and the 4th Amendment is also ever-changing.

In the modern age, where law enforcement is dependent on computers, the accuracy of government databases may determine whether a defendant gets a fair trial.  Technology has played a major role in the area of 4th Amendment search and seizure law through its use in law enforcement and the determination of probable cause.  In 1961, Mapp v. Ohio applied the Exclusionary Rule to all federal and state criminal proceedings; suppressing evidence at trial that was obtained through a 4th Amendment violation.  However, since Mapp, the Supreme Court has limited the application of the Exclusionary Rule.  When probable cause for an arrest is founded on errors in government databases, the Supreme Court has allowed evidence obtained from that search into trial [Arizona v. Evans, 514 U.S. 1].  As a result, individuals are having their 4th Amendment rights violated during the illegal seizure, and when that evidence is introduced at trial.

The most recent decision of Herring v. United States even further restricts the application of the Exclusionary Rule where errors in government databases form the basis for a search [Herring v. United States, 129 S. Ct. 695].  Under Herring, errors in government databases have the potential to infringe on an individual’s right against unreasonable search and seizures.  The result is unfair: the accused is faced with illegally seized evidence and the government receives no penalty for keeping incorrect records.  As policing becomes more reliant on computerized systems, the number of illegal arrests and searches based on errors in government record-keeping is poised to multiply.

II. HISTORY.
A. The Exclusionary Rule and Early Technology.


In 1914, The Supreme Court unanimously ruled that evidence seized in violation of the 4th Amendment must be excluded from evidence in federal criminal prosecutions.
  This remedy, known as the Exclusionary Rule, provides a disincentive to police officers and prosecutors who illegally gather evidence in violation of the 4th Amendment.
  The Weeks Court recognized that unless a remedy was available to those who have had their rights violated, the 4th Amendment protections would mean nothing:

The 4th Amendment was intended to secure the citizen in person and property against unlawful invasion of the sanctity of his home by officers of the law acting under legislative or judicial sanction. This protection is equally extended to the action of the Government …  To sanction such proceedings would be to affirm by judicial decision a manifest neglect if not an open defiance of the prohibitions of the Constitution, intended for the protection of the people against such unauthorized action.


While the Weeks decision significantly changed criminal procedure and increased the protections under the 4th Amendment, it’s holding did not extend to state criminal proceedings.
  This limitation, lasted four decades, until a change in court membership brought with it a change in judicial philosophy.
  The court dramatically reformed criminal procedure through incorporating the Bill of Rights and its protections to apply to state criminal proceedings.

In 1960, after receiving a tip that Dollree Mapp was harboring a fugitive at her home, the Cleveland police broke into her home flashing a fake warrant in her face, when in fact they did not have a search warrant.
  After an exhaustive search of the house, the police discovered obscene material that violated Ohio anti-obscenity statutes.
  The Mapp Court was troubled by this deliberate violation of the 4th Amendment and held that the evidence seized must be excluded from the state criminal proceeding.
  While Mapp drastically expanded the reach of the exclusionary rule, twenty years later the membership of the Supreme Court had changed, and once again, so had the philosophy of the majority.


In 1984, the Supreme Court curtailed application of the exclusionary rule by creating a “good faith” exception.
  In California, police officers executed a search warrant that was later invalidated due to a lack of probable cause.
  In holding that the evidence obtained through the search is admissible at trial, the Leon Court reasoned that the purpose of the exclusionary rule is the deter police misconduct, and that excluding the evidence here would not deter the judiciary from issuing unsound warrants.
  In limiting the reach of the exclusionary rule, the Leon Court stated “Suppression of evidence obtained pursuant to a warrant should be ordered only on a case-by-case basis and only in those unusual cases in which exclusion will further the purposes of the exclusionary rule.”


A decade later, the Supreme Court once again narrowed the exclusionary rule when it had to determine whether suppression of evidence is appropriate when police conduct a search based on an error in a government database.
  When police officers stopped Isaac Evans for a traffic violation, a computer check revealed an outstanding arrest warrant. 
  When officers arrested Evans, a search of his vehicle following the arrest revealed a bag of marijuana under the driver seat.
  As it turned out, the arrest warrant had been revoked seventeen days before the arrest, but the court that quashed the warrant never informed the police and their database was never updated.
  Isaac Evans appeals his conviction on the grounds that the drug evidence was the “fruit of an unlawful arrest” and that the marijuana is suppressed because “the purposes of the exclusionary rule would be served here by making the clerks … more careful about making sure that warrants are removed from the records.”
  The Arizona Supreme Court reversed Evans’s conviction, and held that suppressing the marijuana would “serve to improve the efficiency of those who keep records in our criminal justice system.”


Ultimately, however, the Supreme Court disagreed and Arizona v. Evans extended the good-faith exception to the exclusionary rule to apply to government data base errors.  In reaching this conclusion, the Evans Court stated that “the exclusionary rule was historically designed as a means of deterring police misconduct, not mistakes by court employees.”
  More importantly, the Evans Court relied on the fact that there is no basis for believing that applying the exclusionary rule to court clerk errors would increase the accuracy of police databases.

B. Government Databases and Errors.

In 1967, FBI director J. Edgard Hoover created the National Crime Information Center (“NCIC”) to facilitate information flow between the numerous federal and state branches of law enforcement.
  The NCIC is a computerized database that provides access to information about criminals, their records and missing persons to law enforcement agencies.
  Data on criminal records, wanted persons and crimes are exchanged throughout federal and state law enforcement agencies and ultimately compiled into the FBI’s NCIC database.
  The NCIC is the nation’s largest criminal database, and provides over 80,000 law enforcement agencies, including police departments, with access to data on wanted persons, missing persons, gang members as well as information on stolen items.


By 1974, the NCIC’s importance and influence over law enforcement caused Congress to act and regulate the database.
  The Privacy Act of 1974 (“Privacy Act”) requires government agencies to keep accurate records. 
  This applied both to the NCIC database and to local databases held by federal and state agencies.
  Upon inception of the NCIC, the accuracy of these records was at issue and certain courts made their position on the matter known.
  Most notably was the U.S. Cir. Court of Appeals for the District of Columbia:
The FBI cannot take the position that it is a mere passive recipient of records received from others, when it in fact energizes those records by maintaining a system of criminal files and disseminating the criminal records widely, acting in effect as a step-up transformer that puts into the system a capacity for both good and harm.

From 1971-1984, during his time as executive director of the ACLU’s Washington office, John Shatuck was at the forefront of major civil rights and liberties issues during the Nixon, Ford, Carter and Reagan administrations, often involving the accuracy of government databases.
  In New Orleans, a mother on welfare was arrested and jailed for eighteen hours on the basis of an inaccurate crime report resulting from programming errors in police computers. 
  In New York, a middle-aged man was denied a license to drive a taxi because a computerized credit report showed that when he was thirteen years old in Massachusetts he temporarily had been placed in a mental institution, but the file failed to show that he was an orphan and the institution was the only home the state authorities could find for him for a period of four years.
  In Ohio, five employees of a clothing store were fired and the employer spread reports that the employees had been stealing, although none were ever charged with theft. 
  These instances are a few examples of how errors in government databases have disrupted the lives of individuals, and how serious criminal consequences may result.

According to the Electronic Privacy Information Center (“EPIC”), numerous reports indicate that government databases are filled with errors.
  In both a 1997 report and a 2002 follow-up report, the Inspector General of the Department of Justice found that data from the Immigration and Naturalization Service was unreliable, and “seriously flawed in content and accuracy.”
  However, due to recent actions taken by the Department of Justice (“DOJ”), little can be done to remedy these errors.


The bite of the Privacy Act has been severely lessened over the years by the numerous exemptions granted to certain agencies by the DOJ.
  One notable exemption is the Department of Homeland Security, who sought and received in 2003 an exemption from the requirement that the agency assure the reliability of their databases.
  In 2003, the DOJ exempted the FBI of its statutory duty to ensure accuracy and completedness of over 39 million criminal records maintained by the National Crime Information Center (“NCIC”).
    In response to this exemption, EPIC launched a campaign to reestablish the accuracy requirements for the FBI and their NCIC database.
  EPIC warned that the exemption from keeping accurate records would result in significant risks to privacy, law enforcment and constitutional violations.
  This campaign did not go unnoticed, and in 2004 numerous Congressmen and Senators introduced the Civil Liberties Restoration Act.
  Title III of the bill required data entered into the NCIC database to meet the accuracy requirement of the Privacy Act.
  Even with EPIC’s campaign and Congressional support, the bill died in the House Subcommittee on Crime, Terrorism and Homeland Security, and never became law.
  As if the quashing of this bill wasn’t enough, in December 2004, Congress passed the Intelligence Reform and Terrorism Prevention Act of 2004, which directed the president to “create an information sharing environment for the sharing of terrorism information in a manner consistent with national security and with applicable legal standards relating to privacy and civil liberties”.

An investigation conducted by the Government Accountability Office in 2005 found a myriad of errors in Department of Homeland Security databases.
  The inaccuracies in government databases coupled with the lack of upkeep of their own advanced technology has caused the judiciary to react.  In 2007, the federal district court in Northern California granted a temporary restraining order enjoining the Department of Homeland Security from implementing a verification program for employment eligibility.
    The main reason the Court enjoined this program is because the numerous errors in Social Security Administration databases would result in unverified and inaccurate employment application reviews and decisions.
  However, while here a job applicant may have to wait months to obtain a job, the stakes are even higher during a criminal proceeding.  Where government database accuracy plays a key role in law enforcement, it may mean the difference between liberty or a jail cell for the accused.

C. Herring v. United States.

“What if an officer reasonably believes there is an outstanding arrest warrant, but that belief turns out to be wrong because of a negligent bookkeeping error by another police employee?”
  On July 7, 2004, Bennie Herring went to the Coffee County Sheriff’s Department to retrieve something from his impounded truck.
  Mark Anderson, an investigator for the Coffee County Sheriff’s Department asked the county warrant clerk, Sandy Pope, to check for any outstanding warrants for Herring’s arrest.
  When the warrant search came back negative, Anderson asked the warrant clerk to investigate further check with the neighboring Dale County.
  After checking their computer database, the Dale County warrant clerk, Sharon Morgan, informed Anderson that there was an active arrest warrant for Herring’s failure to appear on a felony charge.
  The warrant clerk from Dale County attempted to locate the hard-copy of the warrant to be faxed as confirmation.


Anderson stopped Herring as he was leaving the impound lot, and a search incident to the arrest revealed methamphetamine in Herring’s pocket and a gun in his vehicle.
  However, there had been a mistake about the warrant:“The Dale County sheriff's computer records are supposed to correspond to actual arrest warrants, which the office also maintains. But when Morgan went to the files to retrieve the actual warrant to fax to Pope, Morgan was unable to find it. She called a court clerk and learned that the warrant had been recalled five months earlier. Normally when a warrant is recalled the court clerk's office or a judge's chambers calls Morgan, who enters the information in the sheriff's computer database and disposes of the physical copy. For whatever reason, the information about the recall of the warrant for Herring did not appear in the database. Morgan immediately called Pope to alert her to the mixup, and Pope contacted Anderson over a secure radio. This all unfolded in 10 to 15 minutes, but Herring had already been arrested and found with the gun and drugs, just a few hundred yards from the sheriff's office.”


Bennie Herring was indicted in the District Court for the Middle District Court of Alabama for illegally possessing the gun and drugs in violation of 18 U.S.C. § 922(g)(1)
 and 21 U.S.C. § 844(a).
  He moved to suppress the seized evidence on the ground that the initial search conducted incident to the arrest had been illegal because the warrant had been rescinded five weeks prior.
  The Magistrate Judge recommended to deny the motion because the arresting officers had acted in a good-faith belief that the warrant was still outstanding and valid.
  The Magistrate Judge reasoned that even if there were a 4th Amendment violation, there was “no reason to believe that application of the exclusionary rule here would deter the occurrence of any future mistakes.”
  The District Court adopted the Magistrate Judge’s recommendation, and Herring was convicted for illegally possessing the gun and drugs.


In affirming the District Court’s decision, the Eleventh Circuit Court of Appeals found that the arresting officers in Coffee County “were entirely innocent of any wrongdoing or carelessness.”
  The Supreme Court further affirmed Herring’s conviction, following the reasoning set forth in Evans, reasoning that the mistake was made by a court clerk, and not by a police officer.
  However, the Herring Court further narrowed the exclusionary rule by setting an even higher burden for defendants to invoke the exclusionary rule on the basis of an error in a government database, specifically an outdated, invalid warrant:

To trigger the exclusionary rule, police conduct must be sufficiently deliberate that exclusion can meaningfully deter it, and sufficiently culpable that such deterrence is worth the price paid by the justice system. As laid out in our cases, the exclusionary rule serves to deter deliberate, reckless, or grossly negligent conduct, or in some circumstances recurring or systemic negligence.

Finally, the true effects of the Herring decision may lay in future cases with similar but a few distinguishing facts.  According to the Herring Court, we do not suggest that all recordkeeping errors by the police are immune from the exclusionary rule.  In this case, however, the conduct at issue was not so objectively culpable as to require exclusion.
  However it seems that the Court is concerned with habitual problems, not just one-time occurrences.  The numerous government database errors pointed out by Herring during oral arguments were dismissed by the Court because there was no evidence presented that errors in Dale County’s warrant system were routine or widespread.
  However, with all the errors in the NCIC and other government databases, it is only a matter of time before the issue in Herring resurfaces and the Supreme Court, or a lower court, will again have to confront this issue.  Until the Court changes its current position, individuals will continue to be convicted on evidence seized in violation of the 4th Amendment.  Another shift in 4th Amendment jurisprudence is needed to bring fairness back to the courtspoon.
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